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What is this about? 
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The Virtual Asset (Service Providers) Law, 2020, published on 25 May 2020, sets out the 
framework for the conduct of virtual asset business in the Cayman Islands, as well as 
registration and licensing of VASPs (virtual asset service providers) with and by the Cayman 
Islands Monetary Authority (CIMA). The law is not yet in force; however, CIMA has already 
published FATF-compliant guidance for VASPs on their obligations under the Anti-Money 
Laundering Regulations (2020 Revision) since February 2020, and will look at those closely 
upon any application for registration or licensing in the upcoming months. 

One of the requirements will be a working AML compliance programme.

The perfect time to audit and adjust existing programmes is now, before the Virtual Asset 
(Service Providers) Law, 2020 comes into force. 

The Cayman Islands are flexible and pragmatic when it comes to regulation, and 
the principle behind the Anti-Money Laundering Regulations (2020 Revision) is the 
risk-based approach. Not one size fits all, and especially in the digital assets space 
a careful assessment of the risks is needed, as well as customized solutions.



When is a business a VASP?
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virtual assets: digital representations of value that can be digitally traded or transferred 
and can be used for payment or investment purposes 

virtual asset services: the business of providing one or more of the following services or 
operations:
(a) exchange between virtual assets and fiat currencies;
(b) exchange between one or more other forms of convertible virtual assets;
(c) transfer of virtual assets;
(d) virtual asset custody service; or
(e) participation in, and provision of, financial services related to a virtual asset issuance or 
the sale of a virtual asset.



What is the risk-based approach (RBA)?

4

Not two businesses are the same, and so why should AML programmes be copy-paste?

Having a copy-paste compliance programme will raise red flags with the regulator.

The requirements from the Cayman Islands Monetary Authority (CIMA) are that the 
AML/CFT* measures be commensurate to the risks identified and tailored to the structure 
and business activities. 

RBA Step 1:
senior management understands the nature and level of the risks

RBA Step 2:
systems and processes to identify, assess, monitor, manage and mitigate risks

                              *AML/CFT = anti-money laundering and counter-terrorist financing



Specific risks related to digital assets.
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Any new industry or field of economic activities first develops in a regulatory void, or in a 
context where the risks are greater or not completely identified or accurately assessed. This 
implies overall a greater level of risk and a thorough compliance programme.

Digital assets have been known to attract or be used by criminals to a certain extent 
because of the lack of understanding, market standards and coherent regulation. Any new 
industry presents this risk, and high growth potential naturally comes with higher risk.

The digital assets industry has now matured to a sufficient extent for the bigger players to 
actively work with the regulators in several jurisdictions and internationally to create 
harmonized and proportionate rules. Digital assets still continue to be considered as having 
a higher degree of risk, however, and it is expected that regulators will still be concerned 
about the quality of the AML/CFT compliance programmes that are implemented. 

Difficulty in tracking the source of funds have for a long time 
been the main cause behind fund administrators refusing to 
process contributions-in-kind, for example.



How do I identify and measure my AML/CFT risks? 
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Looking at potential risks associated with customers, and beneficial owners of customers:

For digital assets, there are additional factors 
which may increase the level of risk, such as:

- shifting regulations and policies may change
risk profiles and criminal behavior

- certain technologies, services or assets ensure a
level of anonymity or pseudo-anonymity and
may attract riskier clients 

- digital assets move faster than traditional funds,
often transactions cannot be frozen or reversed

- it is easy to create and sell wallets (transfer of
private key means transfer of control) and 
therefore bypass most KYC programs 

- cryptocurrency exchanges may have low controls
and be more vulnerable to crime 

Typically, all industries and businesses 
should detect higher risks in the presence 
of:

● cash-intensive businesses
● politically exposed persons (PEPs)
● public body or state-owned entity 

from a jurisdiction with high levels of 
corruption and/or organised crime

● unusual circumstances 
● personal asset-holding vehicles
● nominee shareholders 
● bearer shares (not permitted in 

Cayman)
● inconsistencies 



A few typical mistakes to avoid:
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Skipping the work needed for the initial risk assessment, including by outsourcing to 
a third party with an incomplete understanding of the business.

Relying exclusively on due diligence to be carried out by others and not monitoring 
and testing the processes.

Downplaying risks, or not understanding the why behind certain risks and measures. 

Pushing the AML/CFT compliance programme for a later stage. While remediation 
works too, it’s not without consequences, and the damage may be too great to 
repair.

At the opposite side of the spectrum, relying for too long on an initial AML/CFT 
compliance programme which has become outdated compared to the growth of 
the business. 

Pushing AML/CFT on low-level staff without sufficient training or resources.



Risk Assessment 
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The Cayman Islands Monetary Authority (CIMA) requires VASPs to carry out a 
comprehensive and detailed risk assessment, including with respect to:

VASP Risk Assessment Checklist:

(1) fiat-to-virtual transactions
(2) centralised vs. decentralised model
(3) anonymity features (mixers/tumblers, etc.)
(4) the specific business model adopted 
(5) entirely online vs. in-person
(6) use of IP anonymizers (TOR, I2P, etc.)
(7) jurisdiction-based risks
(8) nature and scope of services
(9) open- vs. closed-loop systems 
(10) parameters or measures lowering risk 
exposure (e.g., limitations on transactions or 
account balance)

The Risk Assessment must be:

- documented, 
- kept current, 
- be readily available if requested 
by the regulators.

Best Practice Tip: 

Have the management and a 
specialist work together.



All risks are not equal.
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After the Risk Assessment, VASPs are expected to implement several systems and controls 
to monitor and mitigate the risks. A Risk Matrix may be used to determine priorities and 
how to best allocate resources:

Probability axis

Impact axis

Catastrophic Impact / High Probability
This risk needs to be addressed imperatively 
as part of the business model. High priority. 

Catastrophic Impact / Low Probability
Black Swan Risk, it would be very difficult to 
very expensive to address. 

Moderate Impact / Moderate Probability
This risk needs to be monitored and 
mitigated based on existing resources.

Low Impact / High Probability
Address efficiently, or tolerate.Low Impact / Low Probability

Not a priority. Tolerate.



What systems and controls are required?
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Even if the business may decide they are able to tolerate a risk, the regulator may not allow 
them to do so, and certain minimum systems and controls are required from all VASPs.

(1) Customer Due Diligence (CDD) Measures

(2) Ongoing Monitoring 

(3) Record Keeping

(4) Implementation of Targeted Financial Sanctions

(5) Internal and Suspicious Activity Reporting (“SAR”) Procedures

All these minimum systems and controls must be properly documented, 
so that the regulator is able to determine compliance, and also reviewed 
and approved at the management level.



Customer Due Diligence (CDD)
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All ongoing relationships as well as one-off transactions above CI$10,000 (equivalent to 
US$12,000) (Cayman imperative) or above US$1,000 (international best practice) should be 
run through the CDD systems. Data collected should include name and further identifiers 
such as physical address, date of birth, and a unique national identifier number. VASPs 
could collect additional personal data for compliance purposes such as IP addresses, 
geo-location data, device identifiers, wallet addresses, and transaction hashes. They should 
also seek to determine the provenance of a virtual asset e.g. if it has been moved from a 
blacklisted address. 

Cannot collect data? 

Then the transaction should not proceed and the VASP should consider filing a 
suspicious activity report to the Cayman Islands Financial Reporting Authority (“FRA”).

The risks for a specific customer or transaction are higher?

Then the enhanced CDD procedures should apply.



Enhanced Customer Due Diligence (CDD)
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CIMA has identified the following cases when VASPs are required to apply enhanced CDD:

- dealing with Politically Exposed Persons (PEPs);
- transfers from or associated with higher risk countries (significant levels of organized 

crime, corruption, terrorist or other criminal activity, subject to sanctions, etc.);
- pseudonymous or anonymous transactions;
- non-face-to-face business relationships or transactions; and/or
- payments received from unknown or non-associated third parties.

Additional CDD measures:

- corroborating information received from the customer, with information in 
third-party databases, the Internet or other reliable sources;

- tracing the customer’s IP address;
- obtaining additional information, including on the source of funds and the 

reasons for transactions; and/or
- conducting enhanced monitoring of the relationship.



Ongoing Monitoring
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As part of their ongoing monitoring obligations, VASPs must determine and document their 
own customer risk profiles and categories, the frequency of monitoring needed and the 
level of risk they are willing to tolerate. This will be different for each business. Among the 
measures required and/or recommended by the regulator:

- screening wallet addresses against any available blacklisted wallet addresses 

Several specialized service providers now exist providing solutions for 
multiple blockchains and cryptocurrencies.

- monitoring transactions and identifying changes in patterns, and to the customer’s 
business and risk profile

- testing the integrity of the systems on a regular basis

The same risk-based approach applies.



Record Keeping
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VASPs have an obligation to keep records of their CDD verifications and the data collected 
from customers as part of such verifications and ongoing monitoring. 

Reliance on the blockchain or other type of distributed ledger is not sufficient. 

A VASP should have records identifying the natural or legal person behind a wallet address 
or a transaction. This is also in line with the FATF travel rule.

Privacy Policy and Data Protection Requirements 

VASPs should be mindful of the fact that, while their AML/CFT obligations require 
them to keep customer personal data, data protection legislation requires them 
to protect this data and only use it for compliance purposes (or for other purposes 
but only as agreed by the customer in accordance with the Privacy Policy and 
applicable data protection legislation). 



Targeted Financial Sanctions
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VASPs are under an obligation to freeze funds or other assets, including any virtual 
assets, of designated persons or entities in relation to the targeted financial sanctions 
related to terrorism or terrorist financing, or proliferation of weapons of mass destruction. 

While targeted financial sanctions sometimes overlap between different countries, often 
the requirements are different based on the jurisdiction. In the Cayman Islands, both 
United Nations (“UN”) and European Union (“EU”) sanctions are implemented formally, and 
sanctions imposed by the United States are often implemented as a best practice. 

Freeze & Report

The Freeze & Report requirement associated with targeted financial sanctions can 
be difficult to implement with respect to virtual assets, which can be transferred 
much faster than traditional funds, and without taking account of country 
borders. The AML/CFT compliance programmes for VASPs will have to take into 
account this factor as well.



Suspicious Activity Reporting (“SAR”)
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Finally, VASPs are required to report suspicious activity for AML/CFT purposes.

Flag 
internally 
and review 
in a timely 
manner 
suspicious 
transactions 
or other 
activity 

Internal SAR 
and further 
investigation

SAR filed with 
the Cayman 
Islands FRA

Properly documenting and record keeping is key for compliance.

No tipping off!
Tipping off is a crime.
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About JB Advisory Services SEZC

JB Advisory Services SEZC is part of Cayman Enterprise City (CEC) and actively 
supports the growing blockchain, FinTech and digital ecosystem in the Cayman Islands. 
JB stands for JupiterBlock, in relation to our affiliate JupiterBlock LLC, which is 
incorporated in Wyoming and active in the United States. 

We are just at the beginning of an extraordinary journey which will see blockchain 
technology completely revamp the existing financial systems all over the world. 

We consult and advise clients in connection with:

- early-stage feasibility investigations, product design and development (including 
embedded corporate governance and compliance features and smart contract 
specifications);

- how to integrate blockchain and digital assets into existing business models;
- commercialisation and IP protection strategies; and
- how to manage regulatory and compliance challenges.

We also provide the bridge with venture capital and private equity funds, their 
expectations and requirements, and assist with drafting and conducting due diligence 
of prospective strategic acquisitions/investment opportunities and accessing potential 
sources of capital.
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