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What is this about?

Just reading the news, it’s easy to see why data protection is important. Even today 
August 4th, 2020, Coindesk ran a story about personal data of Russian citizens who used 
the blockchain-based voting being hacked and put up for sale online. Only the passport 
numbers, but … irrespective of the cause and the extent of the breach, the fact that 
personal data can be linked to a public open-source blockchain and remain accessible 
online forever, easy prey for anyone, is terrifying. 
As the world moves towards the digital economy, more and more people become aware 
of the risk of losing control of their personal data. The New York Times has grouped 
together a series of articles on the subject under the heading The Privacy Project. The 
Brave Browser promises freedom from advertising tracking and data gathering. Several 
blockchain companies are focusing on the importance of privacy and security of 
personal information and communications. Regulators are paying attention as well, 
from the EU General Data Protection Regulation (GDPR), to the California Privacy Act. 

By the way, Cayman offers similar protections. 
Check out https://ombudsman.ky/data-protection
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https://ombudsman.ky/data-protection


What is personal data?

Any information relating to a living individual who can be directly or indirectly 
identified is personal data. This includes wallet addresses, to the extent they can 
be linked to a specific individual. Other online identifiers (including IP addresses 
and cookie identifiers) also constitute personal data. 

In the digital world, everything we do leads to 
the creation and collection of personal data. 

What about blockchain? 
One of the principles of blockchain or distributed ledger technologies is 
immutability. If personal data is embedded into a block, then it remains, in 
encrypted form, forever in the blockchain record. 

It is therefore extremely important for blockchain companies to 
understand the basics of data protection.

-
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What personal data could be put on a blockchain?

Personal data on the blockchain typically falls into one of two categories:
(a) participants’ identifiers - the public keys; and
(b) additional data contained within a transaction (could even be a birth 

certificate, identity, a diploma, a property deed). 
From this perspective, data protection issues become design issues.

1. Is blockchain the best technology for such personal data?
2. If yes, then which type of ledger should be used? The choice between a 

permissioned and a public blockchain, or different formats for recording data 
on blocks, etc. can have a significant impact on risks to individuals’ rights and 
freedoms.

3. There are certain obligations imposed under data protection (see following 
slides) which become more difficult to comply with if the data is on a 
blockchain. This is something which should be carefully considered. 

-
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What is data protection?

Data protection is a collection of laws, regulations, guidance and 
best practices with respect to how personal data should be 
gathered, processed and stored, including specific rights for the 
individual to be able to access their data and request that the data 
be corrected or erased (the famous “right to be forgotten”). 
It will include:

- requirements for data collection and processing;
- safe storage of data and rules regarding transfer of data to other 

entities, including cross-border transfers;
- the obligations and responsibilities of the data controller and the 

data processors.5



When should I have a Data Protection Policy?

To the extent the company collects personal data as part of its compliance or 
marketing functions, it is recommended to have a Data Protection Policy.
Actively working on developing a Data Protection Policy allows senior 
management to better understand and assess:

- what data is actually being collected and why, and how it is used, 
processed and stored;

- if the platforms or service providers that the company is using in 
connection with the personal data apply the same standards that 
the company is legally held to;

- where is the personal data actually stored and how it is accessed;
- what are the risks of non-compliance with data protection laws and 

if the company could take steps to minimize risks.
6



When should I have a Data Protection Officer?

Under the Cayman Data Protection Law, 2017, this is not a requirement. 
However, to the extent the company collects a significant amount of data, 
personal data from several jurisdictions with different standards, or sensitive 
data (medical, genetic, criminal records, financial information, religious or 
political beliefs, etc.) then the appointment of a Data Protection Officer 
becomes necessary in practice, in order to minimize risks. 
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What does a Data Protection Officer (DPO) do?

This is a senior person whose role is to ensure that the company collects and 
processes personal data in compliance with the legal requirements, including 
the Data Protection Principles, and the company’s Data Protection Policy. For 
example, the DPO would verify that appropriate measures have been taken 
against unauthorized access or accidental destruction of personal data.



What about GDPR?

GDPR does not apply directly in the Cayman Islands. However, companies collecting 
personal data of European individuals will be required to comply with GDPR standards. 
While Cayman Data Protection Law offers a similar level of protection for the individuals 
as the GDPR, there are several differences that the company’s Data Protection Policy 
should take into account. 
A few examples:

1. Charging for access to personal data? A reasonable fee is allowed under Cayman 
law, but not under GDPR.

2. Minimum data security requirements? GDPR requires built-in features such as 
pseudonymisation, encryption, ability to restore the availability and access to data, 
regularly testing, assessing and evaluating security measures. Under Cayman law, 
the requirements are less specific, and the data controllers have more flexibility to 
tailor their security measures to their means and risks.

3. Processor liability? Under Cayman law, this is purely contract or tort and the 
liability remains with the data controller, while GDPR regulates and imposes 
obligations on data processors directly.
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Data controller vs. processor vs. sub-processor 
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Data 
controller
- decides 
collection
- determines 
purposes, 
conditions 
and means

Processor 1
- interface / 
collection

Processor 2
- compliance / 
regulation

Sub-processor 1
- encryption 

Sub-processor 2
- storage / archiving 

example of simple personal data flow structure

Contract #1
Data points collected 
are defined by the 
Data controller

Contract #2
Outsourced 
compliance function 
has permissioned 
access to data points

Contract #4
Data is safely stored but 
Data controller needs 
ability to retrieve, correct 
and delete

Contract #3
Data is encrypted but Data 
controller needs ability to 
retrieve, correct and delete

Field of Data 
controller liability



I work in the cloud.

Cloud services aka Software-as-a-Service (SaaS) contracts and storage of data 
in the cloud are increasingly common and accepted practices, even for 
highly sensitive data. Often, data stored in the cloud benefits from superior 
security, due to high standards of encryption and segregation. However, a 
company should:

- Read the fine print. Often, service providers reserve the right to transfer 
the data to another jurisdiction, or even use the data for other purposes.

See for example the article AWS Customers are Opting in to Sharing AI Data Sets with 
Amazon Outside their Chosen Regions and Many Didn’t Know, on Computer Business 
Review (CBR). Ouch!

A review of the clauses and conditions on data protection should 
be standard practice. It is certainly best practice.10

https://www.cbronline.com/news/aws-user-data
https://www.cbronline.com/news/aws-user-data


I need personal data for compliance purposes.

Compliance is one of the exceptions from the right to be forgotten. 
Obviously, businesses have a legitimate interest to ensure their compliance 
with the AML/CFT requirements, especially since the digital assets and 
blockchain technologies space has been designated as higher risk. As part of 
Cayman’s Risk Based Approach (RBA) to compliance, the business will need 
to establish and maintain customer profiles and transaction patterns. This 
may include sensitive personal data as well. 
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Does this mean that all personal data may be kept for compliance purposes?

No. The Third Data Protection Principle requires that data collection (including for 
compliance) be minimized to what is actually necessary. Detailed guidance 
already exists from the Cayman Islands Monetary Authority (CIMA) with respect 
to data points which can be collected for AML/CFT compliance. See also our 
update on AML requirements for Virtual Assets Service Providers (VASPs) here.

https://www.jb-advisoryservices.com/packages-resources


I use data for marketing purposes.

The use of personal data for marketing purposes is allowed, if there is specific 
consent given. An individual may always withdraw their consent for their personal 
data to be used in such a way, and there are no exceptions. Therefore, companies 
need to be able to segregate personal data held for purposes of compliance or 
performance of contractual obligations from data held for marketing. 
Following receipt of a notice to stop direct marketing, the company must be able to 
respond without undue delay. It is also best practice to inform individuals of their 
right to object to direct marketing, in addition to including it in the Privacy Notice.
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What is the Privacy Notice?

A requirement of data protection is to inform the individual (ominously called a 
data subject) of the data points which would be collected and the purposes for 
which the personal data will be used, as well as their rights under the applicable 
laws. This is typically done in a Privacy Notice, which is integrated on websites 
and terms of service. 



Access to information.

Data protection requirements may sometimes conflict with the company’s 
AML/CFT obligations. One aspect which may become dangerous is a conflict 
between the individual’s right to access their personal data and the legal 
obligation of the company to segregate and protect information regarding 
potential suspicious activities and reporting. 

In Cayman, tipping off is a crime. 
The right of the individual to access personal data does not include any internal 
compliance reports, notes, compliance-related verifications, internal suspicious 
activities reports (SARs), etc.

This is why it is best practice to segregate data points and have permissioned 
access to personal data. It could be argued that if any employee could access 
personal data, the company may already be in breach of its obligations.13



I share data to another jurisdiction.

The international transfer of personal data towards destinations which do 
not offer an adequate level of protection is prohibited.

What does it mean?
- All countries where GDPR applies, or an equivalent standard, are safe.
- Otherwise, the data controller is required to assess if the transfer of data 

can be done in compliance with the Cayman Data Protection Law, and 
may request an authorisation from the Ombudsman for the transfer.

- Certain transfers are in all cases authorised.
- A review of the contractual clauses is typically required. A Data 

Processing Agreement (DPA) which is GDPR standard or subject to EU 
law would typically be safe to use.
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https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/adequacy-decisions_en


My network will incorporate personal data.

Blockchain networks typically function on a multi-jurisdictional decentralized 
basis. If personal data were to be incorporated and shared with the node 
operators, even in encrypted form, this would increase the risk of data breaches, 
and accordingly the data protection obligations of the network operators. Each 
participant who has the right to write on the chain and who decides to send data 
for validation may in this case be considered as a data controller.

What does it mean?
1. It would be recommended to have a data protection risk assessment 

carried out based on the specific network structure and design.
2. Additional measures to protect against personal data breaches should 

be envisaged by the network developer / operator. 
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What should I do in case of a breach?

Data controllers have the obligation to report personal data breaches to the 
Ombudsman within 5 days, as well as to the individuals whose data was breached. 
The notice regarding the breach is required to include measures taken by the data 
controller and recommendations for the individuals.
For a company using blockchain technologies, a custodian, a cryptocurrency 
exchange or any other type of virtual assets service provider (VASP), a breach is more 
problematic, because of the potential irreparable loss of privacy. 

- Loss of pseudo-anonymity of the blockchain transactions could mean that all the 
transactions of an individual could become suddenly traceable. 
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Report & Mitigate

The obligation to report and mitigate is generally found in all data protection 
legislations, but the deadlines to do so would be different - 72 hours under 
GDPR vs. 5 days in Cayman for example. The sooner the better.

https://ombudsman.ky/


What about the FATF Travel Rule?
In brief, originators of transfers of cryptocurrencies or other virtual assets will be required to 
submit to beneficiaries certain personal data, and the beneficiaries will be required to 
provide in return a different set of personal data, for all transfers. This implies that 
exchanges, custodians and other virtual asset service providers (VASPs) facilitating transfers 
will have to collect, process and transfer cross-border a significant amount of personal data.
The FATF Travel Rule is related to a similar rule already in place for banks and other money 
transmitters. As the industry and the regulators are working together towards a solution, it is 
likely that data protection legislation would have to adapt or additional guidance be issued.

17

Among the solutions proposed to maintain personal data protection on the 
blockchain, encryption and smart contracts’ programming seem the best options.

Since it is technically impossible to grant the request for rectification or for 
erasure when cleartext or hashed data is recorded on a blockchain, the 
recommendation is not to register personal data in cleartext on a blockchain.



What are the responsibilities of the Directors? 
The Directors of a company incorporated under Cayman Islands laws are 
generally liable for compliance. 

Best practices:
- Conduct a risk assessment and develop a clear Data Protection Policy, as 

well as a Cybersecurity Framework. 
- Data used for compliance purposes should be segregated.
- Review contracts with processors from a data protection point of view.
- Appoint a Data Protection Officer.
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Recently, the Cayman Islands Monetary Authority (CIMA) has published an 
additional rule and guidance on Cybersecurity. In brief, regulated entities must 
maintain a cybersecurity framework to address risks and breaches which could 
have a material impact on operations. 
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About JB Advisory Services SEZC

JB Advisory Services SEZC is part of Cayman Enterprise City (CEC) and actively 
supports the growing blockchain, FinTech and digital ecosystem in the Cayman Islands. 
JB stands for JupiterBlock, in relation to our affiliate JupiterBlock LLC, which is 
incorporated in Wyoming and active in the United States. 

We are just at the beginning of an extraordinary journey which will see blockchain 
technology completely revamp the existing financial systems all over the world. 

We consult and advise clients in connection with:

- early-stage feasibility investigations, product design and development (including 
embedded corporate governance and compliance features and smart contract 
specifications);

- how to integrate blockchain and digital assets into existing business models;
- commercialisation and IP protection strategies; and
- how to manage regulatory and compliance challenges.

We also provide the bridge with venture capital and private equity funds, their 
expectations and requirements, and assist with drafting and conducting due diligence 
of prospective strategic acquisitions/investment opportunities and accessing potential 
sources of capital.
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